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Executive Summary

This document is one of the three final deliveraldethe EU funded project “COPRA Comprehensive
European Approach to the Protection of Civil Avaati within the Seventh Framework Programme.
The project aims to develop recommendations faréutesearch activities, which could lead to a more
resilient, flexible and comprehensive approachviBtes work packages inventoried stakeholder
requirements, the state of the art and current fegmework (WP1); collected current, emerging and
new threats to airports, aircraft and auxiliaryastructures (WP2); compiled security measures and
security concepts to counter these threats (WP8)aasessed and prioritized the security concepts
based on security benefit, costs, impact on thatiaw system and public acceptance and constraints
(WP4).

Based on these previous studies, a research roadasmpreated consisting of three layers (WP5):

» Drivers and Trends in Future Aviation
Developed by considering demographic, economidakoaltural, technological,
environmental and political factors (DESTEP), ataf 13 drivers and trends are considered
most important in determining the shape of aviateaurity in the upcoming 15 years by the
consortium and experts.

* Recommendations and Goals for Future Aviation SgcGoncepts
Clustered into four headlines (Resilient, Compreiha Comfortable and Safe, Affordable
and Efficient), a total of 23 recommendations aadlg for Future Aviation Security Concepts
have been compiled; eight for the short term (@é&rg), ten for the mid-term (5-10 years) and
five for the long-term (10+ years).

« Recommendations on Future Research and Development
Based on the previous two layers and the previaur& wackages, a total of 33
recommendations on Future Research and Develogragatbeen compiled; 21 for the short
term (0-5 years) and twelve for the mid- to longytg5+ years).

The third layer contains detailed recommendationsfEuropean Research Agenda for Aviation
Security. Tackling 70 existing and potential thseat aviation security identified during the
COPRA project, the research roadmap supports #férdy of national and European research
agendas that intend to create the knowledge aniéth@ologies to ensure secure aviation in the
years to come.

Use, duplication or disclosure of data containethismsheet is subject to the restrictions on tbetfsheet of this document.
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Abbreviations

COPRA _Comprehensive European Approach to the Riateof Civil Aviation

AIC Aircraft

AIR Airport

ATC Air Traffic Control

ATM Air Traffic Management

AUX Auxiliary Infrastructure

BRIC Brazil, Russia, India and China

CBRNE Chemical, Biological, Radioactive, Nuclead &xplosive

CT Computer Tomography

DESTEP Demographic, Economic, Social-cultural, Technolagi€nvironmental,
Political

EC European Commission

EM Electromagnetic

EMP / EMI Electromagnetic Pulse / Electromagnatipllse

ERNCIP European Reference Network for Criticaldsfructure Protection

EU European Union

FASC Future Aviation Security Concept

GPS Global Positioning System

ICAO International Civil Aviation Organization

ICT Information and Communications Technology

ID Identity Document

IED Improvised Explosive Device

ISO International Organization for Standardization

IT Information Technology

JRC Joint Research Centre

NRF Nuclear Resonance Fluorescence

R&D Research and Development

RFASC Recommendation on Future Aviation Securitpcapt

RFID Radio-Frequency IDentification

ULD Unit Load Device

USA United States of America

WP Work Package
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Table of recommendations

Recommendations and Goals on Future Aviation Security Concepts

Ref. Recommendation Page
A. Be resilient against current and emerging tlereat 18
B. Be measurable in terms of the entire securityesy performance 18
C. Cover and balance the complete resilience cycle 19
D. Be easily adaptable and flexible 19
E. Include risk based measures 19
F.  Be resilient to known and unknown threats 20
G. Have regulation based on system performance 20
H.  Address both physical and cyber threats targatedl stakeholders including 21

security systems
I.  Address technical, organisational and humartedlgssues combined 21
J. Include a comprehensive aviation security mamage system to be shared by all 22

stakeholders

K. Be based on a shared strategy 22
L. Be based on a harmonized security managemeoégsacross all stakeholders 22
M.  Consider the effect of security measures faevaht stakeholders 23
N.  Consider the appropriate communication 23
O. Require no divesting of personal items 23
P.  Be a quick and seamless process for persongoaus 24
Q. Consider social and ethical aspects of secoré@gisures 24
R. Be safe for passengers, staff and goods 24
S. Have a seamless, comfortable, acceptable aadesaiirity process for relevant 24
stakeholders
T. Be measurable in terms of efficiency 25
U. Be integrated with the economic management t@adssystems of the aviation 25
system
V. Be based on a business case for security 25
W.  Have an aviation security system that remaif@ddble and efficient 25
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Recommendations on Future Research and Development

Ref. Recommendation Page
a. Countermeasures for IEDs, firearms and closgerdestructive threats 28
b.  Countermeasures for CBR threats 29
c. Countermeasures for ground-to-air threats 30
d. Countermeasures for ground-to-ground threats 30
e. Countermeasures for cyber threats 31
f. Countermeasures for electromagnetic threats 31
g. Countermeasures for sabotage, seizure and imgack 31
h.  Countermeasures for bluff threats and threats §ocial media 32
I. Test-beds for aviation security purposes 32
J- Aviation security research laboratories network 32

k.  Security performance assessment method (metdoss, process, etc.) for the 33
entire security system

l. Risk based and random security processes 33
m.  Automated bulk detection 33
n Multifunctional detection systems 34
0. Automated systems for incident detection angoese 35
p Self-healing and self-correcting security systemnd structures 35
q Organisational framework and technical toolscémtinuously evaluate threats 36
with all stakeholders
r.  Aviation security management system 36
S. Methodologies for an iterative risk managemeptraach 37
t. Evaluate different security paradigms for awati 38
u.  Joint risk and threat analysis platform forsadlkeholders 38
v.  Community based approaches to increase resglienc 38
w. Assessment of public acceptance of security oreasand effects on human40
rights
X.  Non-intrusive detection systems 40
y.  Quicker and more efficient security processegfarove passenger experience 41
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Ref. Recommendation Page
z.  On-the-fly biometric identification and verifitan 41

aa. Automatic detection by new imaging technologispotentially dangerous 42
items

bb.  New process flows with focus on increasing tlgigut 42

cc. Flow performance management of the entire ggaystem 42

dd. Integrating multiple security systems (techhipeocesses, actors) 42

ee. Applicability of economic models on securitydathe transparency of these44
models

ff.  Measurability of the (cost-)efficiency of thetge security system 44

gg. Performance assessment method (metrics, tpasess, etc.) for the entire 44
security system
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Introduction

1.1 The COPRA Aviation Security Research Roadmap

Security has become a major factor in civil and gw@rcial aviation. In recent decades, the
number of threats to aviation security has grownificantly. This has led to even more security
regulations as the threats evolved. Thereby, sgquocedures have become exceedingly
complex, time consuming and invasive to passengeaqy. At the same time, passenger and
cargo traffic are expected to double in the nexydars. It is clear that the current complex
security system cannot be adapted to such growtiasialready and will increasingly become a
major market restraint.

Therefore, the project COPRA was initiated underS$eventh Framework Programme of the
European Commission to develop requirements arahmeendations for future research
activities, which could lead to a more resilieteéxible and comprehensive approach.

To that aim, COPRA brought together a well-balano@usortium of research organisations,
industry players and major air transport provideith a wide range of European stakeholders who
contributed in expert workshops. Taking into acdquevious and existing activities in aviation
security, COPRA partners and experts collectedysed and categorised 70 current, emerging
and new threats to airports, aircraft and auxiliafgastructure. The team then went on to compile
387 possible security measures to counter thesatthrOver 50 conceptual ideas for overarching
approaches to passenger, cargo and external secomitepts were identified and assessed
according to the balance of security benefit, gastpact on the aviation system and public
acceptance and constraints. Using these resutbasis, the requirements for future research and
development have been laid out in @®PRA Aviation Security Research Roadmap

The present document describes this roadmap iil.detseparate deliverable (D5.3) gives a
visual overview of the roadmap.

1.2 Objective of the Roadmap

The COPRA Aviation Security Research Roadmap has developed in the final Work Package
of the COPRA project. The goal of the roadmap is:

"To provide the European Commission and the Merstages with clear guidelines for future
R&D activities responding to operational and ecommmarket needs while being attentive of the
acceptance by citizens’

The input for these guidelines are gathered throughll previous work packages of the project
and especially the expert workshops that were held.structured roadmap process, the results of
the previous tasks were analysed and discussed/eotually become a roadmap that gives

Use, duplication or disclosure of data containethismsheet is subject to the restrictions on tbetfsheet of this document.
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structured and motivated recommendations for fulniation security concepts as well as research
and development requirements to be able to tatidectirrent and future challenges in European
aviation security.

1.3 Roadmap Structure

Technology roadmapping has been one of the mosiyicsed and appreciated methodologies for
innovation management planning in the last 15 ydaeveloping technology roadmaps supports
organizations to make solidly based decisions daréuR&D areas that need to be addressed in
order to be prepared for future challenges and t@onisi

Although there are many ways to create and presevadmap, the overall framework of a
roadmap is always based upon a layered structate#m also be recognized in the COPRA
roadmap. Figure 1 shows the general outline aseapfdr COPRA.

A roadmap looks at the topic of interest from difiet ‘viewpoints’ or ‘perspectives’; these
perspectives are generally calleddmap layers There can be many perspectives, depending on
the level of detail of the roadmap, but the threemperspectives are always:

» Strategic perspective
In this layer the ‘WHY-question’ for innovation aswered. What are the strategic
considerations for innovation? Items describedis layer can be based upon the internal
strategic goals and ambitions of an organisatiahalso on external factors such as
drivers, trends, threats etc. For the COPRA roadimisgdayer contains thdrivers and
trend in future aviation that are most relevant for future innovations iregn security
systems.

* Functional perspective
This second layer describes WHAT should be dorde=weloped to reach, tackle or be
prepared for the items that were described in tita¢egjic layer. In general, this can be
either products, capabilities or concepts. Althoagime specific aviation security concepts
were identified in WP 3 of COPRA, it was decided tworecommend specific concepts in
this layer, but to give more general recommendatend goals for future aviation security
concepts.

* Resources perspective
The third layer describes the HOW, i.e. the tecbgiels and other resources that are
necessary to be able to develop the products, deigglband/or concepts described in the
functional layer. In the COPRA Aviation Securityggarch Roadmap, this layer gives
recommendations for future research and developrnért is the actual research agenda
that the consortium recommends and that will cbnte to and address the current and
future challenges in aviation security.

Because a roadmap is a plan, it has a timeframe.tieo COPRA roadmap a three-window
timeframe was used: A short term timeframe wittodazon of 5 years, a mid-term timeframe with
a horizon between 5 and 10 years and a long temafriame with an horizon of 10 years plus.

Use, duplication or disclosure of data containethismsheet is subject to the restrictions on tbetfsheet of this document.
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However, this three-window timeframe was not usedafl three layers of the roadmap: The trend
and drivers have no time dimensions and the recordaimns for future research and
development are plotted only on the short term (9ears) and mid/long term (5+ years)
timeframe.

A very important aspect in a roadmap process it libth technology push and technology pull
forces are addressed. Especially in defining tleenehts of the functional and the technological
layers, not only technologies that are neededHerftinctions should be defined (top down), but
also functions that derive from new technologiaadsibilities should be considered (bottom up).

Drivers and Trends
Strategic Perspective (Why?) in Future Aviation

1 )
Recommendations and Goals
for
Future Aviation Security Concepts

=

|Ind ASojouyda)

Functional Perspective (What?)

ysnd ASojouyodal

=

Recommendations on Future
Research and Development

Resource Perspective (How?)

| 05y | 5-10y | 10+y

Figure 1 COPRA Roadmap Structure

1.4 Roadmap Development Process

The Roadmap is the final deliverable of COPRA.cdhsortium partners and expert groups were
involved in the developing process of the roadniigput to this process were the results and
deliverables of the previous work packages, esphgtiee requirements, future and emerging
threats, possible security measures and possitlgigeconcepts.

The roadmap was developed in seven phases:

1. A one day consortium workshop in Ljubljana on Sepgier 19 2012. At this workshop, the
roadmap structure was determined and a first seosdible roadmap elements was drafted
for all three layers of the COPRA Research Roadmap.

2. A desk research period in which all consortium pens worked on long-lists of roadmap
elements for each of the three layers. In thisggsall previously developed deliverables
of the COPRA project where used as input. In thalfiong-lists approximately 40 drivers
and trends, 50 goals and recommendations on fatureepts and 50 research topics were
identified.

Use, duplication or disclosure of data containethismsheet is subject to the restrictions on tbetfsheet of this document.
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3. Atwo day consortium workshop in The Hague on Nolen®?1 and 22 2012. At this
workshop the long-lists were discussed, clusteretcandensed to become the short-lists
of 13 drivers and trends, 23 recommendations aatsgm future security concepts and 33
research topics contained in the roadmap now.

4. A first draft of the roadmap was created, basedupe outcome of the two day
consortium workshop.

5. A consortium review in Toulouse on January 10 ah@Q13. The roadmap draft was
reviewed and discussed by the consortium partners.

6. The draft version was presented at the COPRA Bealinar on January 30 2013 in
Brussels.

7. Finalisation of the roadmap using input from theex groups and a final review by all
consortium partners and the coordinator until Fely@8 2013.

1.5 Roadmap manifestations

The COPRA Aviation Security Research Roadmap isquied in two ways.

First, avisual representationof the roadmap with all roadmap items plotted chart was
designed (Page 14). This chart is deliverable D5tBe COPRA Project and is also included in
this deliverable. It can be printed and handedoouA3.

The advantage of the visual representation isitistiows the roadmap at one glance in its entirety.
However, only very little information can be adddzbut the considerations, backgrounds and
details of the roadmap items. Therefore the roadsafso described in detail in thizsadmap
document report, deliverable D5.1.

Use, duplication or disclosure of data containethismsheet is subject to the restrictions on tbetfsheet of this document.
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2 The Strategic Perspective: Drivers and Trends in Fure
Aviation

The top layer of the COPRA Research Roadmap shbevkey drivers and trends in future
aviation. This layer presents the palette of raties for future innovation in aviation security.
It is in a sense thus the foundation of the resesyadmap.

Within this layer, factors have been captured tizate an important influence on the (shape of
the) future aviation security. If a specific direct of this influence is expected (e.g. growing or
shrinking) we call this factor tiend, while fordrivers it is still unclear in which direction the
influence will manifest.

Of course there are many drivers and trends whihinfluence the aviation security system.
In this research roadmap though, only the driveis teends are included that seemed to the
consortium and experts most important in deterngirtiee shape of aviation security in the
upcoming 15 years.

2.1 Driversand Trends

The list of drivers and trends is developed by mering demographic, economic, social-
cultural, technological, environmental and politiizctors (DESTEP). First a long list was
established, of approximately 40 drivers and trefrda consortium workshop, this list was
reduced to the list captured in the research ropdinahe resulting short list, trends are
discernible by specific words in their descriptaenoting the expected direction (e.g.
“increasing”, “quicker”). Drivers do not have sualdesignation in their description.

The drivers and trends captured in the COPRA Asefecurity Research Roadmap are:

* Increasing number of passengers
Passenger and cargo traffic are expected to daulhe next 15 years. Furthermore, a shift
may be expected in the regions of origin. It iselydrecognised that the current complex
security system cannot be adapted to such growhiaslalready and will increasingly
become a major restraint. So the increase in pgeseand cargo) will definitively have
an important influence on the shape of aviatiorusgcin the future.

» Higher capacity aircraft
A tendency is that aircraft get larger, carryingrenpassengers and/or more cargo at once.
This implies an increased amount of passengersangyd will need to pass security at the
same time. The security system thus needs to leet@lobpe with higher peak loads (not
only with the general increase due to the previoersd).

* Increasing number of aircraft
Given the expected growth in passengers and cargiocrease in the number of aircraft
should also be expected. This implies that airpoeesd to be able to process an increasing
number of aircraft, aggravating the security aroaimdraffic control, airplane
manoeuvring, piers, etc.

* Increasing global competition
The increase of global competition, for instanadustry players from BRIC countries, but
also between different carriers, is also likelyramsform the shape of aviation security in
the future.

Use, duplication or disclosure of data containedhimisheet is subject to the restrictions on tbetfsheet of this document.
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* Demand for quicker process time of checks
Quicker process times are not only important frompassenger perspective, who want to
pass security quickly and with the least hasslsiptes But also from an economic
perspective this is an important trend for bothdperator and other stakeholders at the
airport (such as retail).

* Increasing costs for security
There are many ways in which costs for security wdrease in the upcoming years, e.g.
increase of labour costs, increase in number dfgragers and cargo that need to be
checked, increase in costs of operating securgiesys.

» Privacy concerns
Privacy concerns entail both physical aspects,gétedowns at security checks, and digital
aspects, like the use and exchange of data. dtnsidered a driver, because although
people are currently very concerned with privabgre is also a movement (especially in
social media) which shows this may change in treoapng future.

» Demand for safe, comfortable and less intrusive clo&s
The demand for safer, comfortable and less inteushecks is not only important from the
passenger perspective, who want to pass securgaie and comfortable manner with the
least hassle possible. But also for other stakehslthis is a factor of influence, as it will
improve understanding, behaviour and utilizatioseturity by passengers and, as such,
increase efficiency.

* Quickly evolving technology development
Technology is evolving at a very high speed, makimgge effective and efficient systems
and processes available long before the old omeslkaolete. Even if the technology of the
near future is not known yet, it would be wisedke them into account by designing
security systems and processes that are flexildeplg the possibility to adjust or replace
part of the security system with newer technolagies

» Proliferation of technology and information
Partly due to the previous trend, there is an acagbn of the adoption of new
technologies, enabling a broadening public to usé siew technologies. It is also easier
for people to be aware of how new technology mayniseised, maliciously or just
ignorantly. Therefore proliferation also causesranease in available weapons, as even
apparently harmless technologies may be misusedtigate (new) threats.

« Increase of interacting capabilities through techntogy
In aviation there is a steep increase in (intemeativity, interactivity and interacting
capabilities. Not only for crew and maintenancepas of the operation of airlines and
airports, but also for the passenger enjoying amdanhding in-flight information,
communication and entertainment. This developmedithe increased dependency on
such capabilities, elicit the need for further awegv types of (digital) security. It is a new
dimension to take into account, which alters (tinepe of) aviation security.

* Increasing geopolitical unpredictability
It is expected that the geopolitical unpredictaypiin the world will not yet fade, resulting
in a more divers palette of states with divergiagwsity levels. Aviation security should be
able to cope with such diversities, still ensuramgadequate level of security.

® International harmonization of regulations
The need for harmonization of regulations becomeerand more apparent. This may be
even broadened outside of the EU, by includingiB&, Canada, Australia, Asia, etc.

Use, duplication or disclosure of data containedhimisheet is subject to the restrictions on tbetfsheet of this document.
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3 The Functional Perspective: Recommendations on Fute
Aviation Security Concepts

The second layer of the COPRA Research Roadmapst®md recommendations on future
aviation security concepts (FASC). These recomntemtaand goals are clustered into four
headlines, since the general recommendation i=&Cs should be:

* Resilient

» Comprehensive

¢ Comfortable and Safe
« Affordable and Efficient

These headlines should not be thought of as isbldwemes — they are tightly connected and
mutually interdependent. This chapter contains sciigtion for each headline as well as the
recommendations and goals therein as proposed oYCOPRA consortium. The proposed
recommendations will address and contribute toctimeent and future challenges in aviation
security. For ease of reference, the recommendatoa listed with an individual upper case
letter.

3.1 Resilient

3.1.1 Description
Within COPRA, resilience is defined as the abilay

» prepare (take into account),

e prevent (repel or thwart),

e protect against (absorb or mitigate),
* respond to (cope with) and

e recover from (and adapt to)

real or potential adverse events. In a generalesaaterse events are either catastrophes or
processes of change with (possibly) catastrophicooome, which have human, technical or
natural causes. As COPRA is only concerned withurstigc(not safety), all adverse events
considered are man-made and the nature of thesésdgamalicious.

The above definition can be depicted in a cyclemfsecutive phases (Figure 3). Attending to
the full resilience cycle, utilising all phases &dly as possible, enables synergetic
combinations of measures and the possibility tonldeom (and thus also adapt to) security
incidents occurring in aviation.
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Figure 3: Resilience cycle depicting possible actis associated with the different phases.

The aviation security system should be resilienth® evolving threat situation. It should

therefore be based on the complete resilience ofctprepare, prevent, protect, respond and
recover”. This should enable stakeholders to “lesard adapt” instead of exclusively be ruled
by reactive, strict and inflexible regulations.

Currently, aviation security is primarily based the preventive phase and is inflexible to new
threats. This is also mirrored in the research daade for aviation security: Most projects

concentrate on preventive measures such as thetidateef CBRNE-substances. COPRA

recommends that the future aviation security systend research) should be based on all
elements of the resilience cycle in a well-balancenhposition. It should embrace processes
and technologies to support each phase of theeresd cycle.

3.1.2 Recommendations and Goals on Future Aviation Secuy Concepts
On the short term (0-5 years), it is recommendatigbcurity concepts should

A. Be resilient against current and emerging threats
During the COPRA project and in one of the workshdpgether with a broad spectrum of
stakeholders, an assessment was made of curreet@rding threats to the aviation
security system. It is advised that security measand concepts should take into account
at least all these threats. For the purpose afebearch roadmap, these current and
emerging threats have been clustered into thewallp eight threat categories:
o IEDs, firearms and close range destructive threats
CBR threats
Ground-to-air threats
Ground-to-ground threats
Cyber threats
Electromagnetic threats
Sabotage, seizure and hijacking
o Bluff threats and threats from social media
B. Be measurable in terms of the entire security syste performance
This is a prerequisite to some of the other staorth mid-term recommendations because

O 0O O0OO0OO0Oo
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having the tools to measure the security performamcrucial when desiring to improve
the security system. Especially when the entiréesysieeds to be improved as a whole,
allowing local decreases/downgrades as long aswviell performance improves.
There has already been done some research inresich. However, the challenges
raised in this field are rather large and need mesearch effort in order to tackle them
convincingly.

On the mid-term (5-10 years), it is recommendet ¢kaurity concepts should

C. Cover and balance the complete resilience cycle
Nowadays, the high security standard in the pagsesrgical part of the airport is mostly
ensured by the security check point, which bundledetection systems to avoid
dangerous objects in sensitive areas. It repreflemttast-line-of-defence”, which gives
this single process element the ultimate signiftesto ensure security. It also makes the
checkpoint complex, puts a lot of pressure on duaisty staff at the checkpoint, causes
waiting lines at peak hours and allows for malisipersons to study all sub-processes
trying to find a weakness that might be exploitedce a dangerous object passes this last-
line-of-defence, its use cannot be inhibited areditearer will be unhindered to pursue any
malicious objective.
Instead, security concepts should aim at involdiffgrent measures at different stages of
the passengers’ travel. The measures should beiaigeipr the respective stage and even
further reduce the risk of attacks. The securityoapts should thus make sure not only to
concentrate on the prevention of dangerous objedis brought into the airport or aircraft,
but also should contain elements of the other ghakthe cycle. E.g., measures in the
“protect” phase of the cycle could remove the nieegrevention of tiny incidents or could
mitigate large events to make them manageable;uresam the “prepare” phase could take
into account analysis of evolving threats in ordelpe able to adjust the other phases
accordingly. Measures at each phase should thusspand and connect to measures in the
other phases of the resilience cycle.
Therefore, covering and balancing the completdieaese cycle means that as much
emphasis as required is to be put on
0 pre-incident issues (i.e. prepare, prevent),
o inter-incident issues (protect) and
0 post-incident issues (respond, recover).
D. Be easily adaptable and flexible
In order to obtain a security system (and accordegglation) based on system
performance, it is necessary to be able to eaddptthis system and be flexible to new
threats or to temporary changes in the significaridbreats. As threats will change, the
system needs to be adjustable accordingly.This imyportant prerequisite to goal F. Only
a system that is easily adaptable can react quiokdynew and previously unknown threat
situation.
E. Include risk based measures
A risk refers to all feared events performed byiomalis people with the intention to
damage or disrupt. A risk is a combination of likebd and impact associated with such an
event. The likelihood is the probability of occurce, while the impact expresses all the
possible consequences among different dimensi@ssiédties, delays, damage, etc.) in
case of such an event. The risk level is a quadivétaalue of the risk, a combination of
likelihood and impact, established in the risk assgent.
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Risk based measures should be included in aviagourity, e.g. by detecting both persons
with malicious intentions and dangerous items atstcurity checkpoints for cargo and
passengers. As of today, some bulk detection sgsternold luggage are crudely risk
based (on the destination and origin). The potkatiasing risk-based processes and
algorithms must be explored much further, takirtg sccount not only destination data but
extending this approach to e.g. cargo, passengdrsary-on luggage.

On the long term (10+ years), it is recommendetidbeurity concepts should aim to

F. Be resilient to known and unknown threats
In recent decades, the number of threats to amiatemsport has grown significantly and
this growth has not yet come to a standstill. Qfrse it is imperative that dangerous
objects and materials are not introduced into oegeeas, where they potentially may lead
to catastrophic results. Therefore, technology alllays be crucial to detect those objects.
Yet, what exactly constitutes as being a “dangeadjsct” has evolved and will evolve
further in the years to come. An even further egolent is that threats might also be
derived from other threat vectors, which are n@goleon objects. For instance, harm can
also be done by abusing information and commuminagchnologies. To have a resilient
and comprehensive approach, not only dangerouststjet also the perpetrator himself
needs to be considered and hindered to get infoatrareas, both physically and in
networked ICT systems.

G. Have regulation based on system performance
Currently, regulation prescribes the items whiah @nohibited in aviation and the ways
how to make sure such items are barred. Howevéhrests change and new innovative
ways to exert them arise, this implies a constartrfor additions to the existing security
system. This does not only take time (resulting s8ecurity system which actually is out of
date most of the time) but also increasingly strdive security system by adding security
measures on existing ones without considering @nmbegrated approach.
There is only one way to be able to cope with trerlasting changing landscape of threats
and actors in aviation. This is to prescribe penfance levels for security concepts instead
of rigid single actions focusing on prohibited i®nthis way, the aviation security system
can be adjusted as soon as the need occurs tt\bprapared for all threats relevant at that
specific moment.

3.2 Comprehensive

3.2.1 Description

Aviation security involves the actions and intei@ts of a wide range of actors. Each actor
constitutes an integral part of what can be cathed“Aviation Security System”. Together, all
actors strive towards the common goal of securé @wation: protecting persons, goods and
assets against potential adverse events. At the sam, each actor brings its own perspective
and requirements and tries to achieve own goalschwhight diverge from each other.
Improvement or optimization of the status quo forsiagle stakeholder or even several
stakeholders not seldomly cuts short on the ovetgéictive of improving the aviation security
system in its entirety. Therefore, it is necess#wy consider aviation security in its
comprehensiveness, rather than as a collectioepdrate and disconnected stakeholders and
measures. This is necessary to be able to makaaswviecurity sustainable for the expected
growth in air traffic and to ensure security in $ears to come.
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Therefore, within COPRA aviation security is deemethprehensive if

* it encompasses all different stakeholders
(such as airports, airlines, public authoritieglustry, passengers, freight forwarders,
etc.)

e it addresses all (sub)purposes

* it covers the entire end-to-end path

» itis coherent and overarching

This headline thus comprises recommendations oardutiviation security concepts that
support the efforts of including all air transpstakeholders and addressing the threats they
encounter.

A comprehensive view must be adopted to reach &ti@v security system which works for
all participants of the system. By addressing (teeds of) all stakeholders and trying to reach
the perfect balance of all different requiremerit®e system itself can be improved. This
becomes more and more important in an increasiogihgplex/polarized environment with a
growing number of (global) actors involved in thestem. Understanding the complexities of
the system and the evolving threat situation irersrety will support finding the right balance
for all stakeholders while developing the secuctncepts of the future. This will make
security concepts sustainable for the expected throwair traffic and ensure its security in the
years to come.

3.2.2 Recommendations and Goals on Future Aviation Secuy Concepts
On the short term (0-5 years), it is recommendatigbcurity concepts should

H. Address both physical and cyber threats targeted all stakeholders including
security systems
The protection of stakeholders’ assets is the géigeal of an aviation security system.
“Asset” is a very general term that describes sbingtof value which needs to be
protected against all forms of threats. Its mogiartant one includes the protection of the
lives of passengers and staff, but can also reftre protection of infrastructures, goods,
the continuation of business processes, etc.
The protection of the security measures themsétvasneans to ensure the continuation of
security (and therefore the protection of assetsich is gained by implementing that
measure. Security measures can, on the one hanlisdbled in order to not being able to
perform the tasks (surveillance camera which issmayly destroy or cut off from the
surveillance system). On the other hand, securégisures can be altered with the same
goal of not correctly performing its task (e.g.\@ilance camera showing recorded
material to avoid detection).
Both need to be addressed to ensure secure ayiati@ne all types of threat need to be
considered simultaneously and all stakeholders cengmsively, to ensure everything is
covered in its entiety.

I. Address technical, organisational and human relategssues combined
Complex and critical security activities still rebp human actions, especially as a central
precondition for good decisions and handling ofaoariormities. In spite of the fact that
the human beings in the system can make mistdkegare also a source of robustness and
have the, sometimes, necessary ability to impravigkee event of an unexpected course of
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events. Increased knowledge of the interaction éetwiechnical and organisational
elements - and the people using these - is crdtialll improve the interaction between
people and technology/organisation.

There are many technical, organisational and huiaanors which need to be addressed
when (the operation of) security systems are comeckrOn each factor there has already
been done research, enabling knowledge on howdi@ssl this factor. However, it is
imperative to look at all factors in coherenceyitaw them as combination including
interdependencies and address them comprehensigigugh such research has also
been conducted, it is recommended to put moretefftwr this to tackle such issues more
convincingly.

On the mid-term (5-10 years), it is recommendet ¢kaurity concepts should

J.

Include a comprehensive aviation security managemésystem to be shared by all
stakeholders

In order to have a harmonized security managemeceps across all stakeholders in the
end, one of the steps is to achieve a security geanant system that all stakeholders are
willing to employ and possibly even share. Using $hme management system enables a
common approach for risk analysis, threat and perdoce assessment of the security
system.

Be based on a shared strategy

Harmonization and a comprehensive approach iniamigecurity’s complex environment
with its many stakeholders, each bringing their gerspective and requirements, is
infeasible without a shared strategy as basis.elslieould be a consensus of the common
aviation security objectives and the methods engaldy reach this objective, which need
to be shaped by all stakeholders of the aviaticnréy system. Only by knowing the
common strategy, possible further harmonizatioareffcan be widely accepted and
implemented.

On the long term (10+ years), it is recommendetidbeurity concepts should aim to

L.

Be based on a harmonized security management proseacross all stakeholders
Aviation allows people and goods to move nationatig internationally. Therefore, the
different stakeholders of the aviation securitytegsare confronted with different state
authorities and regulations. The harmonizatiorhefrhanagement process is one way to
reduce the challenges posed by compliance efibrtsecreases transparency and, thereby,
acceptability of the entire system by all stakebaddIt also makes other objectives easier
to reach, such as having regulation based on systeformance.

3.3 Comfortable and Safe

3.3.1 Description

It is recommended that future aviation security cagis are comfortable and safe for all
stakeholders. In this research roadmap, “comfaetadmtails a quick flow and no intrusiveness
(both of persons and goods), user friendlinessgomdl service. “Safe” involves minimizing
the impact on health, environment, privacy and dgesado goods.

All relevant stakeholders should be taken into aote- not only the passengers/goods that
need to be checked. For instance, the impact otthhshould not only be considered for
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passengers going through security checks but atsthé occupational safety of operators/staff
who are engaged in work concerning aviation segcurit

Therefore, within COPRA, an aviation security sysie deemed comfortable if it is/has

e Quick (flow of persons and goods)
¢ Not intrusive

e User friendly

» High service-level

and it is deemed safe if it has no/minimal impact o

e Health
e Goods (damage)
* Privacy

« Environment

Note: Privacy is part of comfortable as well ases&ior comfortable it is part of “not intrusive”
(both physically and digitally). For safe it is ntemed explicitly, as this entails the
information of each stakeholder is not misusedianmtotected against misuse by thirds.

3.3.2 Recommendations and Goals on Future Aviation Secuyi Concepts
On the short term (0-5 years), it is recommendatigbcurity concepts should

M. Consider the effect of security measures for relevea stakeholders
When considering (the implementation of) new segumieasures, it is important to
consider all different types of effects the measnay have on all relevant stakeholders.
This does not only include health, social and elhgsues (which are addressed in a
separate recommendation). E.g., also effects omemtdctions due to existing
infrastructure should be taken into account.

N. Consider the appropriate communication
Skepticism of the new and unknown is a basic searttrof many. If that “new” changes the
known system, which has kept a population secura fong time, the reaction to it might
not only be based on logic but, instead, be emalidf) on top of that, misinformation is
brought in the mix, a potentially helpful devicepsocedure might not be accepted by the
public. Even an information campaign afterwardshhigpt be able to change that. Thus,
security concepts should consider from the stareffect the suggested change might have
on the public as well as on all stakeholders. Tii@rmation strategy should be an integral
part of the concept development and involve aéivaht stakeholders. Communication in a
clear and transparent way will create more supipoidecurity measures by stakeholders. It
will also help them in understanding the measutehebeing less disturbed by it.
Knowing what is expected will in turn even speedhgsecurity process. At the same time
any security measures must remain unpredictablpedt@ntial perpretators.

O. Require no divesting of personal items
It is recommended to strive for a security systerwhich passengers do not need to
remove items from their carry-on luggage or claghisuch as belts and coats, during the
security check. This will not only improve passengeperience but also the flow
performance (throughput) and the efficiency at agcaheckpoints.

On the mid-term (5-10 years), it is recommendet ¢kaurity concepts should
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P. Be a quick and seamless process for persons and geo
This topic addresses the speed of the securityksheewell as its user friendliness. A
process is considered seamless when passengérangtgoods do not have to stop for
security checks. The necessary checks should berped while moving through the
airport (or even before arriving at the airport). @hsure a seamless process future aviation
security processes should be as automatic as p@sBis will improve the throughput.
Moreover, to achieve a fully seamless experienderé aviation security concepts should
be optimized from a logistical perspective.

Q. Consider social and ethical aspects of security mgares
Although this is of course part of any security swga/system, social and ethical aspects
are considered important to be explicitly includsdecommendation. It is to be ensured
that no issues from a social or ethical perspecnse once new security systems emerge
in the future.

R. Be safe for passengers, staff and goods
Similar to the previous, this is a general recomtiadion which is part of any security
measure/system. But as new (maybe even radicélgrelnt) security systems may emerge
on the short- or mid-term, safety needs are requode kept aligned. Not only health
issues for passengers (to be checked) but alsgational safety and health issues of staff
and other people in the vicinity of security chenked to be addressed. Potential sources
of damage to goods should also be taken into ceregidn.

On the long term (10+ years), it is recommendetdbeurity concepts should aim to

S. Have a seamless, comfortable, acceptable and sadewity process for relevant
stakeholders
Demands of passengers and freight-forwarders evl@lme demand is an evermore quicker
and less intrusive process at security checkstdardo meet such demands, it is necessary
to have a security process which is seamless, atabfe and, of course, safe for all
relevant stakeholders. If the security proces®isanceptable, other modes of transport will
be prefered, effectively rendering security superdls as aviation itself depends on people
willing to travel or send goods by air.

3.4 Affordable and Efficient

3.4.1 Description

Affordability and efficiency are two aspects thaé aery important in any business. Within
COPRA, we have the following understanding of theeg@ects:

» Affordability
A security system is affordable as long as the dostot exceed the price the customers
are willing to pay. The lower the costs are, rgmtto the amount the customer is
willing to pay, the higher the affordability.

« Efficiency
Efficiency describes the extent to which all resegr(time, effort and/or cost) are well
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used for the intended purpdsét is an important factor in determining perfomoa.
Efficiency is an important attribute because resesirare scarce. Time, money and raw
materials are limited, so it makes sense to trgaserve them while maintaining an
acceptable level of security. To be efficient, ausgy system should thus aim for an
optimal balance between resources needed andtydeugl achieved (cost-benefit).

Thriving towards a higher efficiency, thus reducthg use of resources (e.g. cheaper, smaller,
quicker, more automated processes) and/or raiem@érformance level, is part of achieving a
(more) affordable security system.

3.4.2 Recommendations and Goals on Future Aviation Secuy Concepts
On the short term (0-5 years), it is recommendatigbcurity concepts should

T. Be measurable in terms of efficiency
This is a prerequisite to some of the other steortt mid-term recommendations as having
the tools to measure the efficiency is crucial whesiring to improve the security system.
Especially when the entire system needs to be imggkas a whole, allowing local
decreases/downgrades as long as the overall pemfcerimproves. There has been some
research in this direction: efficiency is measuedbl certain security measures, but not in
a general sense and as part of a larger or eveanthie system. The challenges raised in
this field are extensive and need further reseafidnts in order to tackle them
convincingly.

On the mid-term (5-10 years), it is recommendet $kaurity concepts should

U. Be integrated with the economic management tools drsystems of the aviation system
Having management tools and systems specificatha¥@tion security is obviously useful.
However, having them integrated with the aviatigstem management is even more
useful, as common causes, trends or emerging é&satoay be easier to find when
addressing security not by itself but as part eédhton. This will give the opportunity to
steer aviation and its security in coherence, englslynergies and the possibility to
strengthen the system as a whole.

V. Be based on a business case for security
In order to make proper choices between differeasitto ensure security (measures,
concepts, etc.) it is important to build a businesse, capturing the rationale behind and
expressing the value of alternatives. This willleedor the chosen option that required
capabilities are available, resources are used effisiently, the necessary performance is
achieved, inter-dependencies are covered, etc.

On the long term (10+ years), it is recommendetdbeurity concepts should aim to

W. Have an aviation security system that remains affatable and efficient
It should be clear that any aviation security sysshould be affordable and efficient — this
is currently the case. However, given the propassdarch and extensions to the system,
the security system may be changed dramaticalhedts to be ensured that any changes
will not lead to a situation in which affordabilignd efficiency conditions are no longer

! Not to be confused with effectiveness, which ismyaconcerned with how well objectives are achivehis
difference can also be illustrated by the sayinfficEEncy is doing things right, while Effectiversess doing the
right things." Effectiveness is therefore includedhe headline Resilient.
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met.
Also, this goal is to be seen as an integratedamdttshould be at the base of any research

activities to think about affordability and efficiey (including the related short- and mid-
term recommendations in this headline).
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4 The Resource Perspective: European Research Agendar
Aviation Security

The third layer of the COPRA Research Roadmap shinesrecommendations on future
research and development (R&D). These recommemdatiescribe how the second layer’'s
goals may be reached.

This chapter therefore contains the details on GPRA European Research Agenda for
Aviation Security proposed by the COPRA consortidiackling the research items will help
to adress and contribute to the current and futhedlenges in aviation security.

A single R&D recommendation may support severabmamendations on future aviation
security concepts (RFASC) or even several headliabbhough the contribution may be
manifested in different ways for each. In this deapthe recommendations on R&D are
clustered by the four headline to which they maiciyntribute. Each section is dedicated to a
specific headline and will start with an overviewtloe recommendations on R&D, including
the RFASC it mainly contributes to. Subsequently,dach recommendation on R&D a more
detailed description is given. For ease of refegertiie recommendations are listed with an
individual lower case letter.

4.1 Reslient

The research roadmap contains 16 recommendatiof&@nwhich contribute mainly to the
headline Resilient. Table 1 contains a summary ludsé recommendations; detailed
descriptions are given below the table.
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Table 1: Summary of recommendations on R&D whidhtigbute mainly to “Resilient”

Recommendation on R&D Term | Contributes (mainly) to
Countermeasures for IEDs, firearms and | Short | Be resilient against current and emergingeatts|
close range destructive threfats
Countermeasures for CBR threats Short | Be resilient against current and emerginggits
Countermeasures for ground-to-air threats| Short | Be resilient against current and emergingatts|
(such as manpads and laser dazzfing)
Countermeasures for ground-to-ground Short | Be resilient against current and emergingeatts|
threat$
Countermeasures for cyber thréats Short | Be resilient against current and emerginggits
Countermeasures for electromagnetic thfeatShort | Be resilient against current and emerginegtis
Countermeasures for sabotage, seizure andShort | Be resilient against current and emergingeatts|
hijacking’
Countermeasures for bluff threats and threg&hort | Be resilient against current and emergingeatts|
from social media
Test-beds for aviation security purposes Shart  Basurable in terms of the entire security
system performance

Aviation security research laboratories Short | Be resilient against current and emergingatis|
network
Security performance assessment method| Short | Be measurable in terms of the entire security
(metrics, tools, process, etc.) for the entire system performance
security system
Risk based and random security processes Short udecisk based measures
Automated bulk detection Mid/ | Cover the complete resilience cycle;

Long | Include risk based measures
Multifunctional detection system Mid/ | Be easily adaptable and flexible;

Long | Include risk based measures
Automated systems for incident detection ariid/ Cover the complete resilience cycle
response Long
Self-healing and self-correcting security Mid/ Cover the complete resilience cycle;
systems and structures Long | Be easily adaptable and flexible

a. Countermeasures for IEDs, firearms and close rangdestructive threats’

2 Threats as identified in COPRA
% Threats as identified in COPRA
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Current (planned and conducted) emerging threasoéten related to detonation of high
explosives, deflagration, fire or impacts of obgedhese threats are either meant to damage or
destroy aircraft structures, physical infrastruetar to endanger persons, critical equipment
and goods on the ground. Besides the known suibmabers wearing explosive vests,
terrorists become more adventurous and creatiyaiting and packing of explosives. Due to
this variety in threats, resilience against sudiedts should be based on a defence in depth
strategy. While concentrating on prevention throdgtection, pre-emptive protective solutions
should be developed as well as response and restragggies and technologies. Especially as
there are public parts (landside) at airports, wHess security procedures are applied and a
100% security level is even less achievable, di@asisecurity concept is necessary.

Research should focus, on the one hand, on e.gtefpive) building structures, building
design (escape routes, flexible usage of buildiagspetc.) or close range protection for
persons. On the other hand, auxiliary infrastrietsinould be considered, which is not only
exposed to cyber threats. Physical threats likeslEibearms and close range destructive
threats could destroy auxiliary infrastructure ahdpnce, lead to even worse cascade effects
regarding aircraft and airport infrastructure. Tfere, research should include or focus on
protective measures for auxiliary infrastructuraiagt these kind of threats.

The fact that aircraft have to be made of lightwégfructures, makes it even more challenging
in being resilient. Advances in materials reseanewe shown that new materials can be
developed to have properties that combine lightlaeigith certain degrees of robustness or
even self-healing capabilities to cope with beiegilrent. Therefore, research projects could
not only focus on the continuous development ofhsowaterials and robust construction
principles but also include processes and protomolse observed in case of an incident. In a
risk based resilience approach, researchers sloouksider possible threat situations, not only
probable ones.

b. Countermeasures for CBR threatd

Current and emerging Chemical, Biological and Rladjical (CBR) threats depict the release
of chemical, biological or radiological agents be tpoisoning of either water or food. These
threats are meant to be exposed to people, eithieiairport or on the aircraft. The health of
all people exposed will be affected if such a thisananifested, which will become apparent
immediately or after a certain period of time. Téfere, resilience against such threats is
needed, by regarding every phase of the COPRAa®esd cycle.

Research should tell for each CBR threat (i) wipblases of the resilience cycle lack counter-
measures or are not fully taken advantage ofw(filch countermeasures may be applied for
those phases and (iii) how (much) they will impraesilience. The variety of threats in this

cluster implies countermeasures will possibly diffeet for parts of the resilience cycle it may

be possible to apply the same countermeasure Veraleof the CBR threats.
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c. Countermeasures for ground-to-air threats

Aircraft in starting and landing phase may be vidbée to threats that can be controlled from
outside the airport perimeter. Resilience measagefst these threats need to be developed.

Examples of ground-to-air threats are manpads aser Idazzling: Both are executed by a
perpetrator standing just outside of the airpamijrgg at an aircraft. For instance, laser systems
are widely available and used in different applma such as major events (national
celebration, concerts, etc.) and can be boughtudt éasily. The use of this type of device
against an aircraft during landing and take-offussften (each day) and disturbs this critical
phase of a flight.

Research should assess a way to detect the tlaeat® mitigate the effect of such threats.
Two types should be investigated:

1) Active system (which reacts immediately to thi@eurrence)
2) Passive system

Prototype development should be integrate in tlogept process. It is expected that action
under this topic provide significant improvementtie security of aircraft during take-off and
landing phases, as well as in innovative protectlations.

d. Countermeasures for ground-to-ground threaté

This topic covers all threats that can be applieminf just outside the airport perimeter,
damaging infrastructure on the ground (e.g. runwayC tower, airport building, hangar, fuel
supply, etc.) within the airport perimeter. Resite measures against these threats should be
developed, covering the entire resilience cycle.

One important part of the research topic is to sssee vulnerability of the air traffic control
tower. This critical component of the airport canatarget of deliberate acts of terrorism. The
research should focus on vulnerability assessmeditoa development of resilient solutions
and strategies to limit the risks.

Besides focusing on the ATC tower, research cam @wer all other physical infrastructure
components that can be attacked from outside usigugrockets or radio controlled airplanes
with or without explosives on board. Hence reseatabuld be conducted on the development
of new materials and construction principles tailyi deal with the protection of all ground
based infrastructures against all kinds of conweemti and unconventional threats, thus
hardening the physical structures at airports gutdt Also, research on ways to stop the attack
before it occurs (prevent), as well as any othessjimlity to keep the influence on the whole
aviation system as low as possible, should be adedu

It is expected that actions under this topic prevstgnificant improvement in the security and
resilience of airport infrastructures. Researchughoanalyse in an innovative way the
vulnerabilities of the various parts (e.g. commatians with satellites, ground stations and
aircraft) and propose solutions to reach a higbaeell of resilience. Within all this, economic
impact should be considered and, more generaflg, take societal impacts.
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e. Countermeasures for cyber threatd

Airports, aircraft and auxiliary infrastructure nbuse protected against cyber threats in a
resilient way. Ground environments from airports ather stakeholders might be the target of
cyber threats, for instance aiming at defeatingnected security systems like detection
scanners or access control solutions.

The recent evolution from proprietary and isolasdtems to standardized and connected
systems, especially for aircraft and ground systémextly interacting with them, increases the
possibilities for cyber-attacks. Such attacks idelunalware and spyware, viruses that can
wipe out a system or hackers that target a spedéigce, system or organization. Research
should focus on solutions to the security problearsed by those new threat vectors, including
RFID, GPS, mobile devices and open-world wirelesamunications.

f. Countermeasures for electromagnetic threafs

Electromagnetic (EM) threats on aircraft and aewtioal auxiliary infrastructures are of
growing concern — they can disrupt or even damaggeeess and networks. Electromagnetic
radiations (e.g. due to cyber-attacks, intenticglactromagnetic interferences, spoofing can
cause severe disturbances of operations at theraapd can lead to a large disorganization of
the entire airport, which will also affect the pasgers and the local economy. They can even
affect severely the security of aircraft especidilying take-off and landing, which are critical
phases.

It is expected that action under this topic provsignificant improvements in the security of
systems and networks in airports and aircraft. Rebeshould analyse the vulnerabilities of the
various components of the systems and propose twaggprove resilience, e.g. on architecture
or innovative protective solutions.

Also, emerging EM threats should be consideredhéndesign phase of a new airport and the
retrofitting of existing airports. Review of therélats and counter measures will be addressed.
The research activities should yield guidelines amthodologies to design resilient airport
infrastructure. It is expected that results undes topic help designers and architects with
solutions to develop airport/auxiliary infrastructa which are resilient to EM threats.

g. Countermeasures for sabotage, seizure and hijackifig

Aircraft are vulnerable to threats like sabotagézwe and hijacking, both on ground and in the
air. Executers of such threats may be part of dssg@ngers or staff (maintainers, crew, etc.) or
may have gained access to the aircraft illegally.

Research should tell for each threat which phasdseoresilience cycle lack countermeasures
or are not fully taken advantage of, which couneasures may be applied for those phases
and how (much) they will improve resilience. Duethe strong variety of the threats in this
cluster, countermeasures will possibly differ. Heew where possible, it should be
encouraged to apply the same countermeasure fera@f the threats.
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h. Countermeasures for bluff threats and threats fromsocial media

Traditionally, bluff threats are expressed throwgimmunication channels like the telephone
and mail. There is already a well-functioning methestablished on how to deal with such
bluff threats. However, one should not lose sighthe possibility that this method may be
improved by considering new developments (e.g.neldyical, social media). Research should
focus on which new developments may indeed imptbige traditional method and how the
improvement may be effectuated.

Social media can also contain some threateningnidby various actors. In the past, it has
been shown that some of the threats have beerzadah the form of an attack while others
have been a bluff. In this respect, research shbelctonducted on how to determine the
seriousness of the threats expressed through soedih (internet, Facebook, etc.) and how to
react on such threats in the field of civil aviatid®’ast cases of threats through social media
should be analysed, including the follow-up reattidlso, equivalent past cases of “bluff
threats” and related reactions should be asse$sedresearch should propose good practices
in reacting to threats uttered in social media.

I. Test-beds for aviation security purposes

The impact of emerging threats should be checkedestibed aircraft, airport as well as

auxiliary infrastructures (for auxiliary infrastiuce, the test bench should consider all the
security systems and not be limited to check poamily). The test-beds will allow to analyse

the impact of a threat and to demonstrate the ieffty and effectiveness of different

countermeasures.

Research done in the test-beds should consistpbdacing the threat and assessing the
vulnerability of the complete system, using reatepresentative pieces of equipment.

It is expected that action under this topic enaltles opportunity of facilitating the
development of specific measures against emergiegts as well as the security performance
assessment of the system as a whole.

j- Aviation security research laboratories network

The aviation community would benefit from a netwadk activity similar to the ERNCIP
activities coordinated by the EC’s JRC. The obyecis to create an aviation security network
of laboratories in Europe to address all secusisyies of aviation. All types of threats (current,
emerging and new) should be considered. Divideavamking groups dedicated to specific
combinations of threat and target (aircraft, ait@ord/or auxiliary infrastructure), this network
should be able to analyse the effect of a certaieat against targets, possibly even in “real
time”.

The research network could be divided in two parts:

1) A network of high level experts in the field air security issued from research and test
laboratories, aircraft industry members, airporerapor, security system providers, etc. (the
connections developed under the COPRA projectraexample of what could be a part of the
network of high level experts);

2) A network of test centres to validate the sagusiystems developed by the security
providers/working groups.
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k. Security performance assessment method (metrics,dis, process, etc.) for the entire
security system

In order to be able to change aviation securityesgs systematically it is important to adapt
security performance assessment methods. Thereaadito implement security measures in a
more dynamic (and risk based) way. This means(ttmahbinations of) measures can change
over a certain time period (even on a daily basrg] from sub-system to sub-system. As a
consequence, it is necessary to validate the sgsystem on a performance focused basis.

Measuring security performance of the entire systesna whole) is a long term achievement.
However we should start researching methods ferdhithe short term, as they are at the basis
of all systematic optimizations and of possiblk rimsed measures and approaches. Current
methods for assessing the security performancesfooisingle components or sub-systems and
basically check compliance with standards. Somehoust, like red-team-testing, lack on
realism for the entire security system. Existingral as new methods should be examined to
generate a set of meaningful security performassessment methods for the entire security
system.

|. Risk based and random security processes

Current checkpoints are functioning within the &rig regulatory framework. However, from
an operational perspective they are close to thmits. The future of the checkpoint will be
challenged by a necessity to find new security jizas that will facilitate risk-based screening
and decision making, allowing unpredictable (randmoutsiders) alternation of approved
methods and targeting as deemed appropriate foridiigl passengers. Core elements for the
future security process include the developmenbetfer passenger identification techniques
that will inform the screening process, and scmegriechnology with increased intelligence
that will provide more flexibility in the automatg data fusion and data combination. The
unpredictability/randomness is important as it revma challenge to keep the security system
non-transparent to persons with potential maliciotsntions. As long as they are not capable
to find weakness that might be exploited, secusitgnsured as much as possible.

Even today, some bulk detection systems for holgydge are crudely risk based (on the
destination of luggage). The potential of using-ssed detection processes and algorithms
must be explored much further, taking into accowttonly destination data and also extending
the approach to cargo, passengers and hand luggddgme.research on differentiation of
passengers and goods in groups with, on the ong, lmgher security attention and, on the
other hand, less security attention will be usedukeach a risk based approach.

m. Automated bulk detection

Prediction is that the number of passengers as wa®llthe overall cargo volume will
dramatically increase in the coming years. Extrajah of the current effort for security shows
that the advancement of seamless security gatewegscerning required manpower,
throughput and cost, while retaining the same |@felletection sensitivity) is an important
challenge that must be faced soon. This requirésireated detection systems for quick and
easy non-intrusive inspection of luggage, goodsaango. Systems need to be developed to be
able to automatically detect potentially dangerteims and substances on-the-fly, speeding up
the inspection process while easing time- and icwshsive burden of manual or visual
inspection by security staff. These networked systeshould combine multi-physics
approaches (conventional and dual- or even mudrggnX-Ray, backscatter or NRF (Nuclear
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Resonance Fluorescence)-based techniques) witheimeguisition based on computer vision
algorithms in order to perform with a defined lewdl reliability. Both of these fields —
inspection methods in 2D and 3D as well as comgmgsisted image processing and
interpretation — are interconnected in several veaysneed to be advanced together in order to
address the challenges of tomorrow.

In order to speed up the process of cargo, Unidldavices (ULD) should be scanned on the
whole. It is also important to efficiently find cwaband (such as explosives, illicit drugs,
illegal imports, weapons and nuclear materialspimcargo. Air cargo is nowadays mostly
packed inside lightweights aluminium containers Pd). and on pallets. The process of
unpacking, inspecting and repacking is labour isiten and very time consuming. Cargo
movements have a time critical nature concerniegigeds of clients. It has a major impact on
business-to-business relationship and businesketa-celationship. There is thus a need for
improved cargo screening systems.

In order to have a quick, safe and smooth air cacgmning, a broad range of contraband in air
cargo containers should be distinguished and peodehsity, shape and composition images
with minimal false detection. It is also importatdt comply with strict radiation safety
requirements for both operating staff and cargadiation. Developments are needed in the
area of automatic detection of illegal materialdd avbjects e.g. image matching, object
recognition of illegal objects or computer visioms well as in the field of new imaging
technologies, such as 3D freight detection systesitis intelligent algorithm and automatic
operator support. New process flows/cycles shoeldléveloped with a focus on increasing
throughput, e.g. pipelining processes for goods,afsntelligent tracking systems, time device
transport systems or multi-stage control processes.

n. Multifunctional detection systems

Technical advancement has benefited mankind withynmew gadgets, but unfortunately has
broadened the range and availability of potentiddngerous items as well. Security inspection
systems do not only need to detect metal handguhsme type of explosives today; they must
find a whole variety of advanced, well-concealed arostly miniaturized threats or substances
in an ever larger growing and faster moving cargloiwe.

To address that challenge, multifunctional detecBgstems need to be developed, that allow
for automated detection of any potentially dangsridem or substance. Because of the variety
of threats, approaches that combine physically ¢ementary, advanced detection techniques
together with information systems and intelligeatnputer vision algorithms should be taken
into account. This includes well known and techitycadvanced methods like 2D X-Ray and
Multi-Energy methods for material discriminationutbextends to fast 3D-techniques that
deliver not only material information but also ska@nd volumes.

Other physical approaches include backscatterumrdscence methods that can combine 3D
data with information about the physical propertiéghe elements in the suspicious volume
region. Examples could be the development and iwgonent of multi view X-ray detection
systems by e.g. computer tomography (CT) combingt w-ray detection multi energy
systems and automatic explosive discrimination. ¢tsabination of these techniques should
deliver more accurate values of small amounts afgdeous items and materials such as
explosives. Advancing the detection and decisiopabdities of intelligent interpretation
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software would assist the user in assessing thraats so not only improve detection
probability but also the throughput— therefore maxing security and minimizing the costs.

0. Automated systems for incident detection and respae

In aviation, a quick and coordinated response ¢orgy incidents is crucial during and in post-
incident phases, i.e. recovering from an incidegt Supporting first responders. While
automated systems for detection and responseaeeddtthe-art for safety related issues, most
prominently for fire or structural health monitaginsuch systems are not yet widely available,
let alone used, for security incidents.

Therefore, versatile systems that can be used dagted for several classes of security
incidents need to be developed. Research must tale® into account the social and

organisational questions involved in putting sugistams into actions. Examples for such
systems are: sensor systems to give instant sihstawareness in case of explosions either in
airports or on aircraft for incident detection grstems for dynamic indoor navigation for

incident response.

p. Self-healing and self-correcting security systemsnd structures

As far as the aircraft structure is concerned,-lsetfling is a very valuable characteristic to

design into a material since it effectively exparhes lifetime use of the product and has
desirable economic and human safety attributed-h®aling materials are polymers, metals,

ceramics and their composites that could havease of damage through thermal, mechanical,
ballistic or other means, the ability to heal amdtore the material to its original set of

properties.

Related to aircraft systems, one key aspect isth@mé is no IT security administrator aboard
the aircraft to detect, analyse and react upontenpial security attack. As a consequence, it is
of interest to investigate on solutions allowingriical system to autonomously:

e maintain its health (robustness through diversiiy sedundancy etc.)
e monitor its own health (performance log analysts)etand check for faults periodically
» perform its recovery to the normal state

One challenging aspect is the certifiability of Isumechanisms, as it includes automatic
reaction decisions to be taken.

4.2 Comprehensive

The roadmap contains six recommendations on R&D ¢batribute mainly to the headline
Comprehensive. Table 2 contains a summary of tresemmendations; detailed descriptions
are given below the table.
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Table 2: Summary of recommendations on R&D whidhtigbute mainly to “Comprehensive”

Recommendation on R&D

Term

Contributes (mainly) to

Organisational framework and technical| Short

tools to continuously evaluate threats with

all stakeholders

Address both physical and cyber threg
targeted at all stakeholders including
security systems

Ats

Aviation security management system Short Includeraprehensive aviation
security management system to be
shared by all stakeholders

Methodologies for an iterative risk Short Include a comprehensive aviation

management approach security management system to be
shared by all stakeholders

Evaluate different security paradigms for Mid/Long | Be based on a shared strategy

aviation

Joint risk and threat analysis platform for Mid/Long

all stakeholders

Include a comprehensive aviation
security management system to be
shared by all stakeholders

Community based approaches to increas#lid/Long

resilience

Be based on a shared strategy

g. Organisational framework and technical tools to cotinuously evaluate threats with

all stakeholders

Being able to evaluate threats across differenkebialders is a requirement for a
comprehensive aviation security management syskerdo so on a continuous or regular basis

Research should analyse how to build up an orgtmizd framework that enables the
interaction between all stakeholders taking intcoaat their needs regarding how to evaluate
threats. This research includes the discussionheflégal possibilities and requirements.
Furthermore, technical tools should be developati gshpport this interaction and exchange of
threat evaluation in a safe and a secure way, aotl sust be supporting organizational

processes.
r. Aviation security management system

Research should investigate possible ways in wAichmmon aviation security management
system can be set up. This system should be seabdéseen stakeholders, balance the burden
of security between stakeholders and cover theeesicurity cycle.

To ensure resilience in aviation security actigititne 1ISO27000 standard series provides clear
guidelines to establish, implement, monitor, mamtand improve the Aviation Security
Management System. The aviation security needsstoehctive and flexible to reach these

objectives.

New governance bodies in line with the 1ISO2700hd#ad could be set up to manage the
dynamic and adaptive security environment and teeld@ an overall and agreed framework

reaching the following objectives:

Use, duplication or disclosure of data containedhimisheet is subject to the restrictions on tbetfsheet of this document.

36/44



261651-COPRA Protocol: COPRA_RPT_
SECURITYPU Rev.1_0

» Comprehensive: Cover the entire aviation security

» Seamless: No gaps between stakeholder

» Efficient: Every covered piece is robust enoughmitigate the assumed threats to be
countered

« Balanced: Burden of aviation security risks managams equally shared between
stakeholders

s. Methodologies for an iterative risk management appoach

To avoid incidents or attacks on airplanes and epagy's, measures are applied at airports.
These methods and measures basically try to prebenexistence of prohibited items on

sensitive areas (e.g. inside an aircraft). One @karfor these measures is the walk through
metal detector, which prevent potential perpetsafoom bringing metal weapons inside the

airplane. These kinds of instruction of regulatichst prevent certain types of items in

airplanes can be seen as a static approach. Ometanpdisadvantage is the fact that for each
new dangerous item a new regulation and, probablgew screening technology must be
installed. A dynamic approach that takes risks mtoount can overcome that disadvantage.
Based on a certain risk, different measures caappéed dynamically. This could be done e.g.

individually for each traveller, for certain desttions, different time frames or combinations of
these.

Research projects should examine what kind of msight be useful to know in general or for

certain areas and even airports. Also differenaipeters (e.g. daytime, destination) that may
have a relation to risk should be distinguishedtigdtion measures can be identified for each
type of risk. One important parameter for mitigatimeasures will be the implementation or
reaction time for an identified risk. Iterativelynplemented mitigation measures can be
triggered by different types of risks cumulativeljhe analysis of different methodologies for

that iterative risk management approach might kead more dynamic and, therefore, more
effective and secure system.

Research should also be done to find new or adaprt methodologies for risk management,
which will take into account all stakeholders adlvas the entire resilience cycle (Figure 3).
The outcome should be one method that will be contynased by all stakeholders in an
iterative way. This ensures all stakeholders walvé the same view on and understanding of
the risks involved.

Risk management realizes different activities tenidfy the risk, estimate its likelihood,
evaluate its level, identify ways to lower the reskd accept the residual risk. The residual risk
Is the risk expected after the implementation afsgim ways to lower the risk. To perform risk
management activities, a security context needsefieed and agreed upon. It should at least
contain:

» Stakeholders

e Assumptions

e Threats’ taxonomy

* Perpetrator profiles

* Impact table, class & criteria
* Risk acceptance grid
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Among the parameters defined in the security cdntbg security acceptance grid provides the
threshold between acceptable and unacceptable Aflkssks evaluated as unacceptable must
be lowered by implementing security measures, whittotal, reduce the risk to an acceptable
level.

t. Evaluate different security paradigms for aviation

It is important to find out how far one can go witlisk based approaches” compared to
“random based approaches” and in which way they beagombined and what the relation is
between different sub-topics, like defence in degdfor this, all stakeholders must be
considered to be able to come up with a good sjydte the entire security system.

Studies concerning security strategies have todpeated in an appropriate frequency to
evaluate the results and the effect of potentiallggrated new security strategies and to
develop an on-going strategy.

u. Joint risk and threat analysis platform for all stakeholders

Risk assessment is a major enabler for efficiectisty. In the aviation system, risk assessment
is performed differently across countries and dtaladers. Research is required to reconcile all
approaches in order to make risk analyses compatgilareable and, thus, usable by all
relevant stakeholders.

A joint and comprehensive risk analysis platform & stakeholders will ensure further that
the assessments are performed consistently acoossries and stakeholders. It could consist
of common technologies and test procedures to aftowinformed decision making on all
levels.

When optimizing existing or introducing new secumteasures, an objective risk assessment
should be taken into consideration. The goal ionty introduce the necessary amount of
security to find the perfect balance between engwsecurity and costs, mobility, etc. Elements
of risk analysis have been studied in the paststuoaild be used in a way forward, but there is
an urgent need for research on a collaborativeaggpr on risk analysis, which involves all
relevant stakeholders and gives a comprehensigpg@etive on the risks and required security
measures and concepts.

The research should focus on defining the methagotd risk assessment that includes all
necessary information and intelligence. Furthermpssible implementation strategies for
Europe need to be advised, including the apprapeatbedment in existing public structures
such as existing or possible new authorities tolement and supervise the risk assessment
efforts.

v. Community based approaches to increase resilience

Community based approaches should be investigatetttease resilience. Passengers as well
as non-security staff and others present in thatiani system can be actively involved in
aviation security in order to further enhance theusity process. The community could be used
to enrich security information. Actively involvingon-security staff (e.g. airport retailers,
airline crew) in the security process may lead twilangness to report suspicious behaviour.
This could significantly enrich the information pioen of the security system. With these extra
eyes and ears it is possible to quickly createraptete picture of a threat, allowing for earlier
intervention. This will speed up the entire segupitocess — also for the passengers.

Use, duplication or disclosure of data containedhimisheet is subject to the restrictions on tbetfsheet of this document.

38/44



261651-COPRA Protocol: COPRA_RPT_
SECURITYPU Rev.1_0

However, there is also a risk of information ovadaand a risk that the quality and reliability
of the information is insufficient. It is therefom@portant that the employees concerned are, to
some extent, trained to recognize suspicious bebavand situations. Modern personal
communication devices or app’s can be used toit@eland support the information exchange
process.

Also in the response phase the public can be WMdedt of the passengers traveling today use
mobile smart phones or other mobile devices as agethobile social media. Particularly in the

first minutes of the response phase of an incideese media may be used to improve the
situational awareness. Information obtained froiadanedia can help first responders to build

up a better picture of the incident.

In addition, it is for instance also possible tdedmine the location of a public agglomeration
by scanning the locations of mobile devices. Udmg information, the situational awareness
about the incident can be further enhanced.

Finally, targeted messages to mobile devices casebeto inform specific groups about the
incident. This information may include advice omhloest to respond.

4.3 Comfortable and Safe

The research roadmap contains eight recommendatioi®&D that contribute mainly to the
headline Comfortable and Safe. Table 3 containsuransary of these recommendations;
detailed descriptions are given below the tableir ttlescriptions are listed below.
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Table 3: Summary of recommendations on R&D whichtigbute mainly to “Comfortable and
Safe”

Recommendation on R&D Term Contributes (mainly) to

Assessment of public acceptance of Short Consider the effect of security measures
security measures and effects on human for all relevant stakeholders

rights

Non-intrusive detection systems Short Requireimedting of personal items
Quicker and more efficient security Short Be a quick and seamless process for
processes to improve passenger experience persons and goods

On-the-fly biometric identification and | Short Be a quick and seamless process for
verification persons and goods

Automatic detection by new imaging Mid/Long | Be a quick and seamless process for
technologies of potentially dangerous persons and goods

items

New process flows with focus on Mid/Long | Be a quick and seamless process for
increasing throughpfit persons and goods

Flow performance management of the | Mid/Long | Be a quick and seamless process for
entire security systei persons and goods

Integrating multiple security systems Mid/Long | Be a quick and seamless process for
(technical, processes, actors) persons and goods

w. Assessment of public acceptance of security meassrand effects on human rights

Existing and new security concepts and measurdbenfield of civil aviation need to be
legitimate, legal and proportional to the threatci8l acceptance and public support are crucial
to achieve a balanced security approach.

Future research in this field should develop a watlogical framework for assessing the
public acceptance of security measures and eftectaiman rights (e.qg. right to privacy, health
and religion) as well as carry out a qualitativeessment of this in several EU countries and a
cross-national quantitative assessment based oeratesamples of EU passengers. The
research should recommend practices for improviaglip acceptance and minimizing the
effects on human rights.

X. Non-intrusive detection systems

The limits of some of the current imaging technadsgfor bags requires the divestment of
dense electrical items to allow operators to adelyanalyse bag contents. Liquids, aerosols
and gels have been regulated to be below a ceasiaenand have to be divested to reduce the
risk of devices being constructed on board an @&ir@nce many currently deployed systems
do not automatically screen for liquid explosiveassenger screening systems have evolved to

* Although this is also an important contributotthe headline Affordable and Safe, the descriptam e found
in this section.
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mostly use automated detection algorithms rathan tihe analysis of images by operators.
Still, the passenger is required to divest of layef outer clothing, belts, jewelry, watches,
wallets and so on, as they can be a cause ofdls®ms where and when not fully divested.

For both the screening of passengers and theiy-carduggage there is the need to make
technical improvements to screening capabilities tlieduce or remove the requirement for
divestment and increase privacy while improvingoadted threat detection capabilities and
minimizing false alarm rates (this is particularyth regards to body imaging where false
alarms resolution typically requires intrusive patwvn searches).

Air Cargo screening is another key area where ntlyr@leployed technology has limitations.
Improvements to automated screening technologiesimaging technology would provide
enormous benefits in terms of analysis time, raaytie number of consignments that have to
be broken down into smaller packages, hand-seamhscteened using other methods.

y. Quicker and more efficient security processes to iprove passenger experience

In a context where current security processes a@raof more and more security measures,
the consequences are a decrease in throughpuhandrease in security processes costs. They
are not appropriate to modern threats and havenpadt on passenger experience. Thus, new
processes are required for quicker and more efticeecurity checks in order to improve
passenger experience regarding person and (cayryuggage screening. The screening
processes have to be security-oriented while brmgperational efficiency and passenger
facilitation. The goals are to clear passenger amghage from prohibited objects and
substances as well as to increase efficiency ofirsgcmeasures (reducing false alarm,
improved management of security alerts, improvéf gtieoductivity). This would results in
better passenger experience by reducing waitin@ @nd providing comfortable and safe
processes.

Several approaches could be implemented to achitevegoals such as separate screening
severity according passenger profile; integratedjetad (i.e. risk based) screening and
enhanced detection (explosive, body scanner, dteXible checks and passenger tracking;
automated and do-it-yourself security measures; etc

These processes and approaches are also appliocadibef screening either as-is or in a little
different implementation. Therefore, security cledkr staff would also benefits from the
research in this area and improve staff experiasogell.

z. On-the-fly biometric identification and verification

Travellers’ identity verification or identificatiors a very important issue when dealing with
security measures. There are several locationsersecurity process where identity checks of
passengers are needed or helpful.

Biometrics technologies provide very reliable meamsperform such control. Verification
means that the identity of the person is compaveal ¢claimed identity, using an electronic ID
document for instance. A typical use case is tafywerhether or not the person boarding the
aircraft is the one that is registered. Biometr&nples are acquired by sensors and then
compared to the ones stored in the chip of thereleic ID document or against a database of
enrolled/registered passengers. Identification iesph less cooperative mode where authorities
aim to identify potential perpetrator among the seagiers through capture of biometric
samples with appropriate sensors and performirgrgarison against a watch list.

Use, duplication or disclosure of data containedhimisheet is subject to the restrictions on tbetfsheet of this document.

41/44



261651-COPRA Protocol: COPRA_RPT_
SECURITYPU Rev.1_0

For a seamless process, the development of relaabtae-fly biometric systems would bring

flexible and comfortable solutions. On-the-fly bietrics means that the biometric capture is
performed automatically and naturally while thevéiéer is going through the security process.
It could be a capture on the move while the passeisgn motion or at a distance but requiring
a short pause in the motion. Biometrics modalitiescerned are primarily fingerprint, face or
iris recognition, but it could also be vein or gagtognition. On-the-fly biometrics could also

be used to perform identity verification at sevgraint in the infrastructure, enabling person
tracking capabilities.

Research needs to be conducted to develop sudeeiyt biometric systems. This is a broad
research topic with high challenges regarding perémces (accuracy, speed) and operational
requirements. This research topic has been taelidgdrecently for some biometric modalities,
but need to be pushed forward.

aa. Automatic detection by new imaging technologies gfotentially dangerous items

Currently deployed screening technologies rely hgan operators for image interpretation.
While operators can become very skilled, therdnésgotential for threats to pass through the
checkpoint due to operator fatigue or inattentidiso, the dependency on operators introduces
a limit on the throughput, which is probably impeoV (or even absent) when utilising
automatic detection techniques.

Intelligent image data processing systems reseahcluld be done for digital image data
processing systems with automatic image recognifitns implies automatic target analysis
and pattern recognition. These systems should hatedligent database systems able to
recognise and keep images in memory.

Visual recognitions systems already exist for maldapplication but are not used for security
aspects up to now. Research should be performedapplicability of these for aviation
security.

bb. New process flows with focus on increasing throughy

The current lay-out and process flows of secuiiitgok points exists for a long time. Research
under this topic could include logistical conceptsl the design of process flows (including
alternate lay-outs to remove bottle necks). It $thdake into account the evaluation of the
efficiency of the security system. Research sohstishould demonstrate how lay-out and
process flows could be designed, such that an imepnent of efficiency is achieved.

cc. Flow performance management of the entire securitgystem

Research should be conducted on operational intmmaathering (throughput time and

knowing where persons or object are in the systamg]ysis and algorithms to optimize the
operational performance of the security system.eBasn the analysis, operational system
adjustments can be performed for flow optimizatidrsystem should be developed which can
perform the necessary analysis and optimization.

dd. Integrating multiple security systems (technical, pocesses, actors)

Different security systems are currently used st&ode and their results are not necessarily
combined to achieve a combined assessment. Aviatistems such as for booking, check-in,
security scanning (carry-on luggage and goods)coess control all work using completely
different techniques; each system is unique andksvon its own without any connection
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between them. A network of information as well ascess interactions should be developed
that are able to collect and use the data restuitorg different security checks.

A seamless end-to-end process for goods and caggares a continuous flow of information
of different security systems. For reasons of &fficy, systems should be integrated to interact
with each other in order to be able to provide eusty solution for all stakeholders by

exploiting synergic effects. For example, analgystems could be connected with different
information gathering systems such as results gfidge checks or booking, boarding and

travel information systems. The joint informationgit be used as input in, for example,

behavioural pattern recognition algorithms for aging improved results. Such connected and
auto-analytic systems might also solve situatiomene several quasi-simultaneous events —
each of which not a conspicuous situation as sucbuwd lead to a potential security relevant

event.

Therefore, integrated security systems and theespanding algorithms should be developed
that are able to collect, merge and analyse data ftompletely different sources/systems
across all stakeholders in aviation. These systhosld facilitate the creation of completely

seamless security processes.

4.4 Affordable and Efficient

The roadmap contains five recommendations on R&[xhvbontribute mainly to the headline
Affordable and Efficient. Table 4 contains a sumynaf these recommendations; detailed

descriptions are given below the table.

Table 4: Summary of recommendations on R&D whichtigbute mainly to “Affordable and

rity

Efficient”

Recommendation on R&D Term Contributes (mainly) to

Applicability of economic models on Short Be measurable in terms of efficiency;
security and the transparency of these Be based on a business case for secu
models

Measurability of the (cost-)efficiency of | Short Be measurable in terms of efficiency
the entire security system

Performance assessment method (metricklid/Long | Be integrated with the economic
tools, process, etc) for the entire security management tools and systems of the
system aviation system

New process flows with focus on Mid/Long | Be a quick and seamless process for
increasing throughput persons and goods

Flow performance management of the | Mid/Long | Be a quick and seamless process for
entire security syste persons and goods

® As this recommendation is also an important cbatdr to the headline Comprehensive, please fiad t

description on page 38.

® As this recommendation is also an important cbatdr to the headline Comprehensive, please fiad t

description on page 38.
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ee. Applicability of economic models on security and tk transparency of these models

As aviation is a business in which yields are vldaand marginal, it is important to base
(security) decisions on an accurate and integrtedomic model.

Research should be conducted on new and existmgoadc models (both from non-security
and from security outside the aviation domain)géin insight in how they may be (partly)
applicable to aviation security or if they contaiome relationships that will be profitable if
included in an economic model for aviation securRgrt of this research is also to look into
which costs to include/exclude when consideringusgg also considering to include non-
obvious costs such as missed retail income, ungedasts, indirect costs, societal costs,
avoided costs (like the perspective insurance compaoften use), etc., in order to achieve a
clear demarcation.

ff. Measurability of the (cost-)efficiency of the entie security system

Although some measures of efficiency exist for wdlial machines used for security, there is
no possibility yet to measure the (cost-)efficierdythe entire security system (as a whole).
However, to be able to make a proper evaluatioeffsfiency and/or to be able to choose
between different possible compositions, it is 138aey to measure the efficiency of the entire
security system. It may even be possible that icedambinations of security systems are
performing more efficient than others, even if theividual systems are not the most efficient
by themselves.

Research should be conducted on finding methodsedasure the efficiency of the entire
security system ( as a whole), including all kimddifferent systems, processes, etc. and all
phases of the resilience cycle.

gg.Performance assessment method (metrics, tools, pexss, etc.) for the entire security
system

There is a trend to implement security measuresrmore dynamic (and risk based) way. This
means that (combinations of) measures can chamgeaoeertain time period (even on a daily
basis) and from sub-system to sub-system. As aecomsice, it iSs necessary to be able to
assess the efficiency performance of a securitiesy®n a more frequent basis and to integrate
these assessments with the main economic managesysteims. The short-term research
recommendation on measurability ensures a foundatoy this, yet to measure (cost-
)efficiency on a frequent basis requires also rogtriools and processes supporting this
activity.

Research should be conducted on finding metricslstand processes that can support
assessment of (cost-)effectiveness of the entoergg system on a frequent basis. Existing as
well as new methods should be examined to genanateaningful (cost-)efficiency assessment
method for the entire security system. Prefealilis will be integrated with the security
performance assessment method (headline Resiliamt)prder to perform an cobined
assessment on both efficiency and effectivenessh 8uwcombined assessment would serve as
decision support and simplify the choice for aa@arsecurity system design.
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